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Abstract. Having recently been through a successful project that fol-
lowed a combined theory and systems building approach, in this position
paper I reflect back on the experience in order to see whether there are
any general lessons to be drawn. This reflective analysis leads to the con-
clusion that establishing a basic understanding and an appropriate level
of abstraction is essential for systems builders and theoretician to col-
laborate successfully, with algorithmic work and the operationalisation
of formal models playing a major role in this process. Within pervasive
computing systems building research some prior consolidation work is
required to make the combined research approach effective.

1 DMotivation

The motivation in writing this paper stems from the experience in participat-
ing in the SECURE! project[2]. This project was a new and exciting experience
as it involved research that set out from the start to follow a combined theory
and systems building approach. What makes this project particularly interest-
ing is the fact that it was considered a success, both by the members of the
research team and external reviewers [6], leading to a number of publications in
both theory and systems building forums, like the International Conference on
Software Engineering and Formal Methods and the International Conference on
Distributed Computing Systems, and the IEEE Pervasive Computing Magazine
and the International Conference on Trust Management respectively. It also
provided strong evidence on the potential of a combined theory and systems
building research approach, and to some extent influenced the thinking of the
second Global Computing IST FET research initiative that solicited proposals
adopting such a combined approach|[11].

More than six months after the official end of the project, and at a time
when the need for a combined theory and systems building research approach in
pervasive computing becomes pressing, it is a good time to reflect back on the
experiences of the SECURE project in order to identify what were the challenges
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that the combined research approach presented and how they were addressed
within the project, in an attempt to provide some useful insight to researchers
and to further promote the combined research approach. However, readers should
be warned that this reflective analysis is from the point of view of a system
builder, and the views presented in this paper are the author’s alone and in no
way reflect the views of the rest of the SECURE project team.

2 A brief overview of the SECURE project

The aim of the SECURE project was to explore the human notion of trust as a
basis for making access control decisions in a global computing environment. The
intention of the SECURE project was not to accurately model or to fully replicate
the way in which humans make trusting decisions, especially so as the process
humans use is not fully understood, and is well-known to be easily defeated by
adversaries as evidenced in the variety of reported trust scams. Instead, the aim
was to focus on particular characteristics of this process that are desirable in a
global computing context. These characteristics are the subjective nature and
dynamic character of trust.

More specifically, in a global computing environment entities are expected to
meet and collaborate with previously little known or even completely unknown
entities without reliance to the availability of any security infrastructure [11].
The subjective nature of trust allows entities to operate autonomously in a de-
centralised manner, and to vary their trust assessment of similar situations. At
the same time, the dynamic character of trust allows entities starting from com-
plete lack of information about an entity to form and evolve an opinion about its
trustworthiness, using evidence collected either through the experience of inter-
acting with the entity in question or by propagation of other entities’ opinions
about its trustworthiness.

In this context, the SECURE project aimed to devise a decision making
process based on three distinct but closely related models. A formally grounded
trust model that allows entities to express opinions about the trustworthiness
of others. A risk model that allows entities to assess the risks involved in an
interaction with a particular entity. A collaboration model that combines the
trust and risk models allowing entities to exploit the opinions about an entity’s
trustworthiness in assessing the risks an interaction with it entails and at the
same time incorporates the dynamic aspects of trust enabling entities to form and
evolve their opinions in accordance to collected evidence. In addition to the above
models, a central objective of the project was the design and implementation of
trust-based decision making engine, that incorporates the three models and is
referred to as the SECURE Kernel [1]. Finally, in order to achieve these goals the
project decided to follow an iterative approach based on application scenarios
that in the early stages where used to drive the requirements elicitation process
and in the latter stages to validate the results of the project.



2.1 Project outcomes

In this sections the aim is not to provide a comprehensive presentation of all
the outcomes of the SECURE project. For this interested readers should refer
to the series of project deliverables (see [12]). Instead, the aim is to provide a
brief overview of those results most relevant to the current discussion.

Theoretical outcomes. One of the core outcomes of the SECURE project
was a formally founded trust model[4]. According to the model trust values are
members of an abstract domain with two orderings, an information ordering
representing the amount of information or knowledge of a particular trust value,
with a least element denoting the lack of any information or knowledge; and a
trust ordering representing the degree of trustworthiness, with a least element
denoting complete mistrust and a greatest element denoting absolute trust. The
values of the domain form a complete partial order with a least element accord-
ing to the information ordering and a complete lattice according to the trust
ordering.

Moreover, the model also considers each entity as being equipped with a
trust box that supports two operations. One that provides a trust value for
each principal in accordance to local trust policy (m), and one that allows the
entity to change its local trust policy. An important characteristic of the local
trust policies is that they allow entities to express trust opinions in reference
to the opinions of other entities. This characteristic in combination with the
requirement that local trust policies are continuous functions, and the above
properties of the trust value domain enables the definition of an entity’s overall
trustworthiness in terms of fixed-point arithmetics, i.e. as the fixed point of a
global trust function (IT) induced by the collection of all local trust policies in
the system.

Additionally, a more concrete instantiation of the above trust model based
on event structures was also produced [9]. In this instance trust-mediated in-
teractions were modelled in terms of observable events according to an event
structure that defines necessity and conflict relations between them. This allows
trust values to take the form of anti-tone functions from event configurations?®
to (s,i,c) € N3 triples denoting the amount of evidence, i.e. count of observed
events, in support, inconclusive, and in conflict to a particular event configura-
tion respectively. In this case, the two orderings of the trust value domain take
the form of comparison operators for triples, allowing us to tell whether a triple
represents more information, or more evidence in support of a configuration than
another.

Besides the production of the formally founded trust model, another impor-
tant outcome of the project was the production of a collection of techniques [8],
and of a high-level programming language, namely a “calculus for trust manage-
ment” (ctm) [3], that operationalise the model. The techniques enable entities to
compute approximations of the trust values, i.e. fixed-points of the global trust
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function IT in several ways. More specifically, they allow the distributed compu-
tation of fixed-point approximations over a global, highly dynamic decentralised
network, the checking of certain properties of the fixed-point value, i.e. whether it
exceeds in terms of trustworthiness and/or information a certain threshold, and
the exploitation of already computed intermediate results when local trust poli-
cies are updated during the fixed point computation. The ctm-language enables
abstract description of entity behaviour allowing the expression of invariants
that can be statically checked. At the same time, the fact that the development
of the ctm-language was guided by process algebra, allows the exploitation of
standard theory from process algebra to define various notions of equivalence
between entities programmed in this language. This enables the application of
another set of reasoning techniques for providing static guarantees.

Furthermore, another outcome of the project was the development of general
reasoning techniques that can be applied to provide provable security-guarantees
in the trust model [7]. More specifically, the exploitation of the concrete instan-
tiation of the model described above, enabled the definition of a declarative
language, a variant of pure-past temporal logic, for the specification of formal
properties of past entity behaviour. This language combined with the definition
of two alternative algorithms for the verification of such properties enables the
definition of systems that provide a form of provable “security” properties of the
form: “if principal p gains access to resource r at time ¢, then the past behaviour
of p up until time ¢ satisfies requirement ,.”.

System building outcomes. In addition to the formally founded trust model,
the SECURE project also developed a risk and a collaboration model. The risk
model considers trust-mediated actions, each with a set of potential outcomes
with an associated cost and benefit. It defines risk as the combination of the
likelihood of an outcome occurring combined with its associated cost or benefit.
On the other hand, the collaboration model combines the trust and risk models
and defines three process, namely decision making, trust and risk evaluation [10].
The decision making process determines interaction outcome likelihood from
the trust value of the interacting entity and uses a decision theoretic process
to determine whether an interaction request should be accepted or not. The
trust and risk evaluation processes enable entities to revise trust values and
outcome costs respectively, to reflect collected evidence in the form of either
direct observations of past interactions or indirect recommendations from other
entities.

A core outcome of the SECURE project is a framework architecture for trust-
based access control decision making that has been instantiated as a Java-based
SECURE kernel [1]. The framework incorporates a series of components, includ-
ing ones that provide generic implementations for of the trust and risk models.
These components combined together are able to carry out the processes of the
collaboration model. It should also be pointed out that the trust component
of the kernel provides a generic implementation of the event structure based
instantiation of the trust model outlined above. Moreover, the kernel has been



used in the implementation of a trust-based collaborative email spam filter that
identifies spam email messages on the basis of the trustworthiness of the sender.

Finally, additional outcomes include the design and implementation of an
entity recognition scheme and an evidence distribution framework.

3 Reflective analysis

The main challenge in any project attempting to follow a combined theory and
system building research approach is that both fields over the years have built a
significant volume of literature describing their respective research results. Con-
sequently, it is not realistic from experts of either field to expect to be able to
assimilate this amount of knowledge in order to identify the most appropriate
theoretical and system models and to effectively combine them to address fun-
damental challenges. The SECURE project addressed this challenge through a
research team that combined researchers with significant expertise in both fields.
Not only that, but the work of these researchers was mainly focused to the field
of their expertise. However, there were also some members of the team that their
research traded on the boundaries between the two fields. This is not particu-
larly unusual in the area of security systems research where the benefits of formal
techniques in security policy and protocol verification are widely recongised.

Having a research team comprising of both theoreticians and systems builders
within a project introduces problems of communication that present another sig-
nificant challenge. These problems are further amplified in the context of highly
technical discussions that are necessary to facilitate project progress. Within the
SECURE project scenarios were extensively used to address the communication
challenge. Scenarios can play a major role in any project to explore the strengths
and weaknesses of developed models, both theoretical and systems ones. For this
purpose a large number of quite rich scenarios is necessary. However, in the con-
text of facilitating communication it is important that the project is limited to
a quite small number of carefully selected scenarios. In selecting these scenarios
it is important that they are both very simple in the interactions they describe
in order to facilitate understanding of model concepts, and flexible enough to
allow multiple perspectives to be explored ensuring coverage of all aspects of
the model. In the SECURE project a scenario involving the use of an electronic
purse for purchasing bus tickets with e-cash was used for this purpose. The main
characteristic of the scenario is that it involves a number of trust relationships
(client-bus company, bus company-bank, client-bank), but in each of them entity
interactions can be largely simplified.

In addition to the use of scenarios, communication problems were also eased
off by a clear understanding of core concepts of the problem domain. In this
respect, the SECURE project had the advantage that it could build on previous
work especially in the social sciences, which provided a comprehensive frame-
work explaining various characteristics of trust and their interrelationships. Even
though such previous work can be very useful in the beginning of the project,
sustained effort is required throughout to ensure divergence does not creep in.



In this respect, maintaining and using a project glossary proved very useful for
the SECURE project. Finally, the researchers with experience in both theory
and systems building also played an important role in facilitating concept un-
derstanding.

The final challenge in combining theory and systems building is managing
abstraction. In general, theoreticians are used to abstract away from implemen-
tation details and work with quite abstract constructs. In theoretical research
abstraction is crucial as it allows researchers to focus on the essential properties
of the problem domain. However, theoreticians need to also keep track of the
fact that their abstract models are useful only in so far as they support the anal-
ysis and development of real systems. This requires particular attention to the
operationalisation of the abstract models. In order to ensure this the SECURE
project set out from the beginning as one of its objectives that the formal model
of trust should also be operational. This was another area where the problem
domain itself played an important role in providing a concrete target for the
project. In the security domain the ability to formally verify that developed sys-
tems provide certain guarantees is key, as there is too much at risk. Not only
that, but evidence based trust management has been previously criticised for
failing to provide the traditionally expected strong guarantees. As a result, it
was clear from quite early on that the project should also provide appropriate
reasoning and verification techniques.

On the other hand, systems builders are used to work on much lower level
of abstraction and quite often find it difficult to understand abstract theoretical
models. So, quite often they tend to shy away from the theoretical models and
just focus on their implementation work. This often results in a situation where
the differences between accidental and real complexities of the problem domain
are unclear, as systems builders fail to see that the same kind of functionality can
be achieved in widely varied ways. In this respect, the SECURE project was lucky
to include different research groups with systems building experience that worked
independently and concurrently on the development of a number of application
scenarios. This demonstrated from early on a variety of possible approaches to
the problem, and helped in pointing out the accidental complexities.

However, identifying accidental complexities on its own is not enough, the
systems building and theoretical point of view need to converge towards an ap-
propriate level of abstraction. For the convergence to happen system builders
and theoreticians need to engage with each other from the start and be pre-
pared to listen to and adapt their work to accommodate the needs of the other
side. In some sense keeping each other straight by not permitting researchers to
shy away from the difficulties that the other filed presents. In this process, the
operationalisation of the formal models and algorithmic work can play a major
role, as they are the point where the two aspects of the project are integrated.
Within the SECURE project, this kind of process led to the development of
the event based instantiation of the trust model and motivated the work on the
distributed fixed-point computation algorithms.



More specifically, the abstract trust model, although it was clear that it
captured the essential characteristics of the problem domain, it was also very
clear that the fixed-point computations it required where very problematic in a
distributed, highly dynamic and decentralised environment. As a result, this led
to the investigation of the techniques for the distributed approximation of fixed-
points mentioned above. At the same time, the fact that the abstract trust model
left the exact format of the trust values unspecified made its implementation
very application dependent. This made it very difficult for the SECURE kernel
implementation to provide any integrity assurances to application developers.
Moreover, the lack of an explicit notion of evidence within the abstract trust
model made very difficult its integration with the risk and collaboration models
where the notion was central. This meant that the details of how the three
models would be integrated was also left to the application developers leading
quite often to very ad hoc approaches. The event based instantiation addressed
all these problems by introducing a particular format for the trust values tied to
a notion of evidence, as event configuration histories. This process was facilitated
by close collaboration between systems builders and theoreticians, including a
number of exchange visits with clear objectives and a concrete target outcome.

4 Conclusions

In conclusion, a combined theory and systems building research approach re-
quires the collaboration of systems builders and theoreticians. Such a collabora-
tion presents some serious challenges, first in developing a common language and
a basic understanding for scientific communication, and second in identifying an
appropriate level of abstraction that both systems builders and theoreticians are
able to work at. To overcome both of these challenges requires serious commit-
ment and effort from all researchers involved in the project. For this reason, it
is important that from the outset the project sets both systems building and
theoretical objectives ensuring that it involves research of value for both fields.
However, it is even more important that it identifies a clear product where both
theoretical and system building work will be integrated, thus providing a clear
target for the convergence of the work. At the same, it should not be underesti-
mated how important it is for researchers to have from the start a clear picture of
the expected benefits of the combined research approach. This is easier in some
domains (e.g. security and safety critical systems engineering) than in others.
Taking the above into consideration, in the area of pervasive computing re-
search there is still a lot of work to be done. Despite the fact that significant
progress has been made over the years both in systems building and theoretical
terms, work still remains largely disparate and disconnected, not only across
both fields but also within them. It is certainly a recurring criticism of perva-
sive computing systems building research that very little effort has been put so
far into the consolidation of results across research projects [5]. As a result, the
community is still unclear on what really works. To make matters worse there
does not exist any kind of consensus on the definition of the core concepts of



the domain, or as a matter of fact on what these concepts should be. However,
such a consensus is crucial for the combined approach to succeed. So, maybe we
(systems builders) should start by first putting our house in order.
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